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1. Introduction 
Improvements in computer technology and the advent of the Internet have led to a push for 
computerisation of the land registration process. This can be seen in several jurisdictions 
around the world such as New Zealand, Canada, Singapore and the United Kingdom. In 
Australia, the opportunity for improvement in efficiencies through the use of technology was 
recognised at an early stage by several commentators.2 The Registrars of Title throughout 
Australia have formed a joint collaborative group for the purpose of developing electronic 
lodgement and registration systems in each Australian State. Victoria is the most advanced in 
the development of an electronic lodgement system, while New South Wales has produced a 
consultation paper for stakeholders.  
 
                                                          
1  LLB (UQ), LLM (UQ), MIT (UQ), Sessional Lecturer, Queensland University of Technology. I 
would like to thank Professor Sharon Christensen for her valuable comments on earlier drafts of 
this paper. 
2  D Whalan, ‘Electronic Computer Technology and the Torrens System’ (1967) 40 Australian Law 
Journal 413 and Kirby, M, ‘The computer, the individual and the Law’ (1981) 55 Australian Law 
Journal 443, 455. 
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Of the international Torrens jurisdictions, Ontario, Canada was the first to develop and 
implement an electronic system for the lodgement and registration of land titles, followed by 
New Zealand (which resembles the Ontario system). The other international Torrens 
jurisdictions that have implemented an electronic system are British Columbia, Canada and 
Singapore. 
 
The first part of this article provides a brief overview of the various computerised systems as 
used in Canada, England, Singapore and New Zealand. The second part provides a 
comparison of the security features of each system that contribute to the system’s integrity and 
reliability. Broadly, those features relate to:  
• Access to the system; 
• The electronic signature infrastructure used by the system; 
• Restrictions on the class of users who are able to electronically sign documents; and 
• Protocols for the updating of the land register.  
These features have been chosen due to their importance within each of the jurisdictions and 
are threshold issues for the implementation of electronic land dealing systems in Australia.  
 
Part A 
2. Comparative Overview of Electronic lodgement and registration systems 
2.1 Ontario 
2.1.1 Background 
The development of electronic delivery of land registration services in Ontario began in the late 
1980s, when the Ontario Ministry of Consumer and Commercial Relations (MCCR) began 
building POLARIS (the Province of Ontario Land Registration Information System), with the 
objective of automating Ontario's land registration system. Following the automation of the land 
registration records came the introduction of electronic remote search services and later, 
electronic registration of land titles documents, through software called Teraview. 3 This 
electronic land registration system (e-reg system) was developed by Teranet Inc4 in consultation 
with the MCCR, real estate lawyers and other stakeholders. The e-reg system was launched as 
a pilot project by the government in 1999 and implementation is progressing across the province 
county by county. 5   As of April 2004, automated records were available in 28 of the province's 
                                                          
3  Teraview’s website is http://www.teraview.ca.   
4  Teranet’s website is http://www.teranet.ca.  
5  Section 19 Land Registration Reform Act R.S.O 1990 provides: “the Minister responsible for the 
administration of this Act may by regulation designate all or any part of land that has been 
designated under Part II as: (a) an area in which documents may be registered in either an 
electronic format or a written form; (b) an area in which documents must be registered in both an 
electronic format and a written form; or (c) an area in which documents must be registered in an 
electronic format alone”. 
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54 land registry offices. In the counties where electronic land registration is available, 95% of all 
registrations are now submitted electronically.6 
The legislation introducing most of the recent reforms to the land registration system in Ontario 
is the Land Registration Reform Act, passed in 1984. Part I of the Act introduced the concept of 
streamlined forms (called POLARIS forms, implied covenants and Standard Charge Terms). 
Part II of the Act established the framework for automating the land registration records. The Act 
was then amended in 1994 to introduce Part III which contains the legislative authority for 
electronic registration.7 
2.1.2 How the system works8 
Creating the documents 
Teraview e-reg allows conveyancing documents (transfers, charges, mortgages, discharges and 
documents general) to be prepared directly on the office computer using a series of prompts 
built into the system. The user must identify the type of document they want to create and 
register (for example, transfer, mortgage, discharge or document general). Certain fields of 
information such as the municipal address, the current owner’s name and the legal description 
of the property are automatically pre-populated into the document from the POLARIS database. 
Making the document available electronically to the lawyer representing the other party 
After preparing the document, the lawyer makes it available electronically to the lawyer 
representing the other party. The first lawyer can grant the second lawyer an update capability 
so that the second lawyer can make changes to the document where required. 
Obtaining client approval of prepared documents: Acknowledgement and Direction 
Evidence of client consent and authorisation is provided by a document called 
Acknowledgement and Direction,9 drafted by the Joint Committee on Electronic Registration of 
                                                                                                                                                                          
  “The plan is to introduce electronic registration first on an optional basis and after a transition 
period, a second Regulation will be filed for the purposes of required the electronic registration of 
most land titles documents”: K Murray, Director of Titles, Ministry of Consumer and Business 
Services, ‘Legislation and Regulations relating to Electronic Registration of Land Titles 
Documents’, April 2003. 
6  ‘Electronic Land Registration hits the three million mark in Ontario’, 14 June 2004, 
http://www.teranet.ca/corporate/news/threemillion.html.  
7  Land Titles Act-Bulletin 2000-1, http://www.teraview.ca/mcbs/mcbs_20001.html.  
8  Information obtained from K Murray, Director of Titles, Ministry of Consumer and Business 
Services, ‘Modernization of Land Registration Records’, 29 October 2003 and Law Society of 
Upper Canada, ‘Electronic registration: Making it work for you – procedures and practice 
standards for electronic real estate conveyance’, August 2000, http://www.lsuc.on.ca/pdf/e-
reg_p_and_pstds_rep1.pdf.  
9  A sample Acknowledgement and Direction form can be found at 
http://www.teraview.ca/resupgrades/downloads/ADR.pdf.  
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Title Documents.10 The form gives the solicitor authority to proceed with the transaction and to 
complete and electronically sign documents on behalf of their clients.  
The e-reg system produces 5 different standard forms of Acknowledgement and Direction 
corresponding to each of the electronic registration formats, which can be amended to suit the 
particular needs of any transaction.11 The Law Society recommends that12: 
a) the form be printed and signed by the client before the solicitor releases the 
conveyancing document for registration; and  
b) the solicitor keep a signed copy of the acknowledgement as written verification of the 
client’s instructions. 
Attaching the completeness signature 
When both lawyers are satisfied with the document, both lawyers signal their approval of the 
document by logging onto Teraview e-reg and attaching their electronic signatures (called 
completeness signatures) to the document. This indicates that the document is complete and 
that the transaction can proceed further. 
Signing the document for release 
When the document is ready to be released for registration, a signature called the release 
signature must be attached by both parties to the document.13  
Escrow closing procedure: Document Registration Agreement 
An escrow closing procedure is required because there is currently no ability to electronically 
move purchase and sale funds between parties. The Document Registration Agreement (DRA) 
sets out this closing procedure.14  
The DRA is signed by the parties’ lawyers. The parties’ lawyers obtain authorisation to enter into 
the DRA through the client’s execution of the Acknowledgement and Direction.15 The lawyer 
who has entered into a DRA gives undertakings pursuant to that agreement. The lawyer must 
                                                          
10  In 1996 the Law Society of Upper Canada and the Canadian Bar Association – Ontario formed 
the Joint Committee to study the impact of e-reg and to recommend new practice standards 
where necessary: http://www.lsuc.on.ca/services/services_elec_reg_jq.jsp.  
11  The forms are: transfer (transferor), transfer (transferee), charge (charger), discharge of 
mortgage/charge (chargee) and document general. 
12  See: Law Society of Upper Canada, Practice Guidelines for Electronic Registration of Title 
Documents – as approved by Convocation June 28, 2002, Practice Guideline 3 
‘Acknowledgement and Direction, http://www.lsuc.on.ca/news/pdf/july08_eregguidelines.pdf.  
13  The completeness and release signatures are discussed further in [3.3] below. 
14  A copy of this document can be found at http://www.lsuc.on.ca/services/dra_march04.pdf.  
15  Provision for the written acknowledgement and consent of the client required to enable a lawyer 
to enter into a DRA is included in the Acknowledgement and Direction: Law Society of Upper 
Canada, Practice Guidelines for Electronic Registration of Title Documents – as approved by 
Convocation June 28, 2002, Practice Guideline 4 ‘Authorization to enter into a DRA’, 
http://www.lsuc.on.ca/news/pdf/july08_eregguidelines.pdf. 
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therefore comply with rule 6.03(8) of the Rules of Professional Conduct which provides that a 
lawyer shall not give an undertaking that cannot be fulfilled and shall fulfil every undertaking 
given.16 
Electronically submit 
Documents are then electronically submitted for receipt by the system and the registrant is 
provided with a registration number. 
2.2 British Columbia 
2.2.1 Background 
In British Columbia, the Land Titles Office first identified the electronic submission of land 
transfer documents in electronic format as a priority in 1997.  In 1998 an Electronic Filing 
Committee was formed to assist in the development of an electronic filing system. In 1999, Bill 
93, the Land Title Amendment Act 199917 was passed to provide the legislative framework for 
electronic filing of land title documents. Part 10.1 of the Land Title Act 1996 as amended 
provides for electronic filing of land titles documents. In 2002, the Land Title Office entered into 
a contract with MacDonald, Dettwiler and Associates (the current operator of BC Online18) for 
the development of and electronic filing system (called EFS). On 1 April 2004, the Land Titles 
Office successfully implemented EFS,  enabling authorised users (typically lawyers, notaries 
and Land Title agents) to electronically submit land title documents for registration.19  
2.2.2 How the system works20  
Purchaser’s lawyer or notary conducts a search of the Vendor’s title and downloads the required 
forms from BC OnLine. The content requirements of these electronic forms, which are in Adobe 
Acrobat format and are designed to be filled out using Adobe Acrobat 6, have not been changed 
                                                          
16  Law Society of Upper Canada, Practice Guidelines for Electronic Registration of Title Documents 
– as approved by Convocation June 28, 2002, Practice Guideline 4 ‘Professional Obligations of a 
Lawyer’, http://www.lsuc.on.ca/news/pdf/july08_eregguidelines.pdf.  
 Rule 6.03(8) is available at: http://www.lsuc.on.ca/pdf/rpc_6.pdf.  
17  This Act is available at: http://www.legis.gov.bc.ca/1998-99/3rd_read/gov93-3.htm.  
18  BC OnLine provides access to a variety of provincial government computer systems over the 
Internet. The website is at https://www.bconline.gov.bc.ca  
 
19  The website for the project is at http://srmwww.gov.bc.ca/landtitle/EFS_web_site/index.htm and 
background information obtained from Land Title Branch, Electronic Filing System, 
http://srmwww.gov.bc.ca/landtitle/EFS_web_site/presentations/pacific_legal_technical_conferenc
e.pdf.  
20  The information below was obtained from the Land Title Branch – Electronic Filing System, 
http://srmwww.gov.bc.ca/landtitle/EFS_web_site/presentations/practice_legal_technical_conferen
ce.pdf.  
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from the existing paper forms, but additional functionality has been added to the electronic 
forms.21  
The forms that have been downloaded from BC OnLine by the purchaser’s lawyer must be 
saved onto the firm’s computer system. The purchaser’s lawyer then fills in the pre-determined 
fields on the form. After filling in the form, the lawyer can click on the LOCK button22 which 
freezes or locks all the data on the form and a unique identifier number is assigned.  
The purchaser’s lawyer then transmits/forwards the package containing the relevant electronic 
documents to the vendor’s lawyer. The vendor’s lawyer or notary can view the document and 
make changes where necessary by unlocking the document. A new version control number will 
then be assigned. 
The next step is for the vendor’s lawyer or notary to print a copy of Form A and to attend on 
execution by the vendor, that is, the vendor’s lawyer witnesses execution of the paper copy of 
the transfer by the vendor and will sign the transfer as certifying officer. The copy is evidence of 
the vendor’s intention to be bound, has the effect of delivery and is an instruction to his/her 
lawyer or notary to authorise submission for registration 
The vendor’s lawyer/notary then incorporates his/her electronic signature into the form.23 This 
incorporation is a certification by the lawyer/notary that: 
• A true copy of the electronic instrument has been executed and witnessed in 
accordance with Part 5 Land Title Act [RSBC] 1996; and 
• The true copy is in the possession of the person who incorporated his/her electronic 
signature. 
After his, the vendor’s lawyer/notary has to electronically forward the form back to the 
Purchaser’s lawyer/notary. Once an electronic signature is incorporated the forms can be 
                                                          
21  For more information on the added functionalities, see Land Title Branch, Electronic Filing 
System, 
http://srmwww.gov.bc.ca/landtitle/EFS_web_site/presentations/pacific_legal_technical_conferenc
e.pdf. 
22  Clicking on the LOCK button on the form will lock key fields on the form and a unique number will 
be inserted at the top of the form. Locking the document provides an assurance to the lawyers 
that the content of these key fields cannot be changed without their knowledge. The purpose of 
the unique identifier is to help lawyers and notaries keep track of changes to a form by providing a 
new number each the form is locked and unlocked. Thus changes to critical data can be tracked 
and different versions of a form are not confused. Clicking on the UNLOCK button on a locked 
form unlocks the frozen data and deletes the unique identifier. 
23  It is not mandatory for the vendor’s lawyer/notary to use electronic signatures. If the lawyer or 
notary does not have one, he/she can FAX a copy of the printed and executed copy of Form A to 
the purchaser’s lawyer or notary who may incorporate his/her electronic signature into Form A. In 
order to electronically sign the form, the lawyer must have a Juricert authenticated certificate. This 
is discussed below at [3.2]. 
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submitted for fling by any party who has access to BC Online, for example, the lawyer’s staff or 
third parties such as registration agents.  
Submission of electronic documents can be made whenever the BC OnLine system is available. 
The submitter must pick a submission option of immediate, hold or deferred24. 
At any time before the document is received the submitter can change the submission option or 
delete the submission entirely. Until the documents are received and numbered by the land title 
office, only the submitter or another person in the submitter’s firm can view the documents.  
When the forms are received by the Land Title Office, the computer system at the land Title 
Office automatically checks to ensure that the electronic signature matches the copy of the 
certificate on file with the Law Society. As long as the certificate has not been revoked, this 
authenticates the electronic signature of the lawyer and means that he/she is a member in good 
standing with the Law Society. 
The submitter’s BC Online account is then debited for registration fees and property transfer tax 
is paid by an electronic funds transfer from either a general or trust account.  
The application is electronically marked up. After markup an email is automatically sent to the 
purchaser’s lawyer or notary which advises that the application is marked up and provides the 
pending number. The electronic form is converted to image, examined by an examiner and 
registered as in the paper transaction. 
2.3 New Zealand 
2.3.1 Background 
The electronic land registration system in New Zealand is called Landonline, administered by 
Land Information New Zealand (LINZ).25  The process towards an electronic land titles system 
in New Zealand began in the late 1980s with the development of the electronic journal and titles 
index and the conversion of title records, instruments and plans into electronic format.  This was 
called Landonline Stage One. Stage One also allowed for electronic searching of title and 
                                                          
24  Immediate option: used if the documents are to be submitted immediately. 
Hold option: submitter is not ready to submit and is not in a position to establish a deferred date. 
The system will still perform a first round validation such as checking the validity of the digital 
signature. If this option is used the submitter can change the submission option from deferred to 
immediate from any Internet connected computer. 
Deferred option: documents are ready but the submitter does not want them submitted until a 
future date. 
 
25  For more information about the history behind the Landonline project and the personnel involved, 
see J Greenwood & T Jones, ‘Automation of the Register: Issues impacting on the integrity of 
title’, Taking Torrens into the 21st Century: A conference to mark the 50th anniversary of the Land 
Transfer Act 1952, Faculty of Law, University of Auckland, 19-21 March 2003. 
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survey information. The Land Transfer Act 1952 (NZ) was amended in 1998 to enable the 
register to be held and maintained in electronic form.26 
. 
Stage two introduced remote electronic lodgement for conveyancers and surveyors, and 
electronic lodgement of eDealings. Landonline eDealing allows conveyancers to prepare and 
lodge routine conveyancing dealings electronically. In 2002, the Land Transfer Act 1952 (NZ) of 
New Zealand was amended by the Land Transfer (Computer Registers and Electronic 
Lodgement) Amendment Act 2002 (NZ)27 to support Stage Two.28 The amendment Act replaces 
and repeals the Land Transfer (Automation) Amendment Act 1998 (NZ). In addition to allowing 
for the register to be kept electronically, the 2002 Act introduces a regime allowing for electronic 
registration.  
 
2.3.2 How the system works29 
 
The process of creating and lodging an electronic dealing, called an eDealing, includes the 
following steps: create dealing, prepare, certify and sign, settle and release, submit and register.  
 
Create and prepare an eDealing 
 
An eDealing is created electronically using electronic templates in a shared workspace where 
many details such as current owner’s name, are entered automatically onto the electronic 
template from the titles register. The workplace is a ‘cyberfile’ used to create and manage all 
aspects of each eDealing, including searching, preparing instruments and messaging.30 In the 
workspace, the conveyancers can view and manage Landonline titles dealings created by 
themselves or by other members of their firm. Conveyancers can also interact with other 
conveyancers by going to the workplace to prepare documents for registration. The workspace 
is maintained by LINZ. Once registration is effected all information disappears from the shared 
workspace. 
 
Pre-validation 
 
Once prepared, an edealing can be pre-validated - checked to ensure that the dealing will pass 
registration if submitted in its present state. When an instrument is pre-validated, it will pass (but 
                                                          
26  Land Transfer (Automation) Amendment Act 1998 (NZ). 
27  Passed on 16 May 2002. 
28  Information about the Landonline project can be obtained from their website - 
http://www.landonline.govt.nz.  
29  For a graphical presentation of this process, see Land Information New Zealand, Landonline 
eDealing User Guide, June 2004, [2.1.1] 
http://www.landonline.govt.nz/content/legacy/registereduser/userguides/conveyancing/Conveyanc
ing_User_Guide.pdf.  
30  New Zealand Law Society, Guidelines for the use of Landonline for an electronic transaction 
(eDealing), 20 February 2004, http://www.nz-lawsoc.org.nz/PDFs/edeal-glines-200204.pdf.  
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for signing) if it is correct. The status screen will show the status ‘draft’ for unsigned instruments 
and ‘signed’ for signed instruments. When a whole e-dealing is pre-validated, it will fail if any of 
the instruments remains unsigned. An incorrect dealing can be amended rather than having to 
wait until it is rejected and returned. Pre-validation can be done at any stage from when the 
dealing is prepared until submission. 
 
Certification and signing 
 
To submit an edealing, the instruments must be certified and electronically signed using a digital 
certificate. Only conveyancers31 who are nominated on the A & I (Authority and Instruction) form 
can certify and sign eDealings. They must have a digital certificate and appropriate privilege 
allocated within the firm. 
 
Section 164A(3) of the Land Transfer Act 1952 (NZ) requires every electronic instrument32 to 
contain certification specifying:  
 
(a) The person giving the certification has authority to act for the relevant party and that 
party has legal capacity to give such authority; and 
(b) The person giving the certification has taken reasonable steps to confirm the identity 
of the person who gave the authority to act; and 
(c) The instrument complies with any statutory requirements specified by the Registrar 
for that class of instrument; and 
(d) The person giving the certification has evidence showing the truth of the certifications 
in paragraphs (a) to (c) and that the evidence will be retained for the period prescribed 
for the purpose by regulations made under this Act.  
 
Under Rule 3.03 of the Rules of Professional Conduct for Barristers and Solicitors, a practitioner 
must take reasonable steps to ensure that any certificate given by that practitioner under s 164A 
Land Transfer Act 1952 (NZ) is correct and complies with the statutory requirements. The New 
Zealand Law Society guidelines also specify that every lawyer certifying and signing an 
instrument must be satisfied personally that the authorisation from the client(s) is in order, that 
                                                          
31  Conveyancers are defined in s 4 of the Land Transfer (Computer Registers and Electronic 
Lodgement) Amendment Act 2002 as: 
a) a landbroker licensed by the Registrar under section 229 of the principal Act; or 
b) a person who holds a current practising certificate under section 57 of the Law Practitioners Act 
1982. 
 
32  Section 4 Land Transfer (Computer Registers and Electronic Lodgement) Amendment Act 2002 
provides: ``electronic instrument'' means an instrument of a class specified in regulations made 
under section 236(1)(d) of the principal Act that has been prepared in an electronic workspace 
facility. 
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the identity of the client(s) has been established to the lawyer’s satisfaction and that all 
certifications relating to that instrument are true and correct.33   
 
The Authority and Instruction Forms (A & I) which must be completed by the client(s) before 
certification and signing of a transaction is the lawyer’s proof of authority to act on behalf of the 
client in implementing the eDealing and provides protection against later challenges to the 
transaction.34 The form: 
 
• Proves that the conveyancer has the right to act on behalf of the client 
• Provides a record that the client is who they say they are 
• Proves that the conveyancer had authority to change the titles register 
 
Settle and release 
Once both conveyancers are satisfied the dealing can proceed, they can settle. This allows for 
the instruments to be released. When all the instruments have been released the dealing can 
be electronically submitted to LINZ. 
 
Submit 
The eDealing is submitted electronically to LINZ using Landonline and a lodgement priority date 
and time is assigned. 
 
Registration 
Upon registration, Landonline runs automated checks. If the dealing passes it is registered 
immediately and the titles register is automatically updated without manual intervention by LINZ. 
The submitting conveyancer receives an electronic notice confirming registration. 
 
If the dealing is rejected it is returned to the shared workspace so that it can be modified and re-
submitted. 
2.4 United Kingdom 
2.4.1 Background 
                                                          
33  Guideline S. See also the New Zealand Law Society Guideline J which specify that the lawyer 
must give proper attention to the identity and bona fides of the client on whose behalf the lawyer 
will be certifying and signing and provide guidelines as to the requirements for establishing 
identity.  
34  Sample A&I forms can be downloaded from 
http://www.lawyers.org.nz/memregissuesedealing.asp.  
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In the United Kingdom, the Land Registry’s e-conveyancing Task Force is responsible for 
developing an e-conveyancing system35 for England and Wales.  
The Law Commission first published a report (No 254) on 2 September 1998 entitled ‘Land 
Registration for the 21st Century: A Consulted Document’36 which was developed in conjunction 
with HM Land Registry, to consider methods in which ancient systems of property transfer in 
England and Wales could be updated.  The findings from that consultation document 
culminated in a report published in 2001: ‘Land Registration for the Twenty-First Century: A 
Conveyancing Revolution’.37 The first electronic conveyancing consultation exercise took place 
between May 2002 and August 200238, seeking the views and opinions of those who would be 
affected by any change to the conveyancing process, including members of the public, 
conveyancing professionals, lenders and other government departments. The Land Registration 
Act 2002 (UK), which came into force on 13 October 2003, was introduced to enable the 
implementation of e-conveyancing.  
 
At the moment, lodging applications with Land Registry remains a largely paper based 
procedure. Land Registry’s plan is to introduce E-Conveyancing in stages, starting with the 
simplest transactions and progressing to the more complex.39  
 
2.4.2 Current/Proposed Projects  
 
E-lodgements 
The e-conveyancing program started following a series of projects called e-lodgements, initiated 
by Land Registry. Since Feb 2002, practitioners have been able to lodge electronically 
applications for simple updates to the register. A pilot will be launched in 2004 to extend the 
service to include the electronic delivery of applications that require Land Registry forms but 
which are not accompanied by deeds.40 By mid- 2005, applications supported by deeds will be 
accepted electronically. 41  
                                                          
35  E-conveyancing is defined as the transformation of the current paper based conveyancing system 
into electronic form, using electronic documents, requisitions and signatures: 
http://www.landregistry.gov.uk/e-conveyancing/content/articles/default.asp?article_id=47    
36  UK Law Commission and H M Land Registry, Land Registration for the Twenty-First Century: A 
Consultative Document, No 254, 1998. 
37  UK Law Commission and H M Land Registry, Land Registration for the Twenty-First Century: A 
Conveyancing Revolution, No 271, 2001. 
38  See Land Registry, ‘E-Conveyancing: A Land Registry consultation’, 5 March 2003 
http://www.landregistry.gov.uk/publications/other/consultations/consult_doc.pdf  and Land 
Registry, ‘E-Conveyancing: A Land Registry Consultation Report’, 17 March 2003 
http://www.landregistry.gov.uk/publications/other/consultations/eccir.pdf.  
39  A time line of the Land Registry’s implementation of the E-Conveyancing program is found in the 
document ‘The strategy for the implementation of e-conveyancing in England and Wales’ 10 July 
2003, http://www.landregistry.gov.uk/publications/policy/e-conveyancing_strategy.pdf.  
 
40  Land Registry, ‘The strategy for the implementation of e-conveyancing in England and Wales’ 10 
July 2003, http://www.landregistry.gov.uk/publications/policy/e-conveyancing_strategy.pdf.  
41  EGI News, ‘E-lodgement: The next piece of the puzzle’, 12 May 2004. 
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Electronic discharges 
The Electronic Discharges (ED) project aims to provide a facility for lenders to signal a change 
to the register electronically when a mortgage is discharged.  
 
ED is a discharge of a registered charge sent electronically by a lender direct to Land Registry. 
Land Registry started the pilot system for EDs in 2003, involving two lenders – Abbey National 
PLC and Nationwide Building Society. The pilot lasted for 6 months. This service enables Abbey 
and Nationwide Building Society to transmit an ED once a mortgage account on their computer 
drops to zero. The transmission comprises an automatic instruction. When the instruction is 
received by the Land Registry mainframe system, Land Registry’s computer system makes a 
number of checks and if everything is in order, it cancels the charge entries automatically from 
the register of title. In most cases the charge entries will be cancelled immediately and 
automatically on receipt of the discharge.42 Thus the service allows entries on the register to be 
changed without a paper application by the lender or other agent and without on-line processing 
by Land Registry staff, in effect, enabling machine-to-machine delivery and execution.43  
The electronic discharges pilot came to an end on 31 March 2004 and the pilot is now live.  
E-Charges 
Following the success of EDs, another pilot that will be introduced by Land Registry is direct 
electronic charge (e-charges).44 E-charges involve the automatic registration of an electronic 
charge transmitted direct from a lender. It is anticipated that the service will use the technology 
that has been developed under the ED project. As with EDs, e-charges will be registered using 
a machine-to-machine solution. As this form of registration relies on the original charge being an 
electronic document it will require an electronic signature. 
Electronic Register Updates 
Another service that will be piloted by Land Registry is called Electronic Register Updates 
(ERU). 45 This service aims to overcome problems associated with the accuracy of the Register. 
At present Land Registry will not always be informed of changes. For example, borrowers may 
not remember to inform Land Registry about changes to name or address. Thus the opportunity 
to keep the Register accurate and up to date is lost. ERU’s provide an answer to this problem. It 
uses the same technological infrastructure established to run EDs and will allow lenders to 
signal a change to the Land Register electronically, as soon as it is satisfied of its veracity. The 
                                                          
42  Land Registry, Electronic Discharge Publicity Leaflet, 14 November 2003, 
http://www.landregistry.gov.uk/publications/policy/ed_joint_leaflet.pdf.  
43  http://www.landregistry.gov.uk/e-conveyancing/content/articles/default.asp?article_id=48. 
44  EGi NEWS, ‘Are e-chargers the next best thing?’, 25 March 2004. 
 
45  EGi News, J Barry, ‘ERUs: Time to reduce the paperchase’, 26 April 2004  
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Register will then be updated automatically in accordance with the data transmitted directly from 
the lenders. 46 Land Registry’s timeline allows for a pilot for ERUs in early 2005.47 
 
2.5 Singapore 
2.5.1 Background 
In Singapore, STARS eLodgment is a project initiated by the Singapore Land Authority (SLA). It 
is a web-based system that provides electronic forms enabling users to prepare, amend, lodge 
and withdraw caveats and instruments online.48 STARS eLodgment will be available in phases. 
The offline form preparation software has been implemented since 26 September 2002. The 
online lodgement of caveats, withdrawal of caveats and extension of caveats for private 
properties has been made available from 27 August 2003.49 At this stage, transfers and 
mortgages can only be submitted manually at the SLA counter. 
 
2.5.2 How the system works 
Instruments are prepared either online or offline using the document preparation software. 
Online preparation requires Internet access. If instruments are prepared offline, they must be 
uploaded to the system online. Once the instrument is prepared, the lawyer signs the 
instruments digitally using his/her digital certificate. An electronic lodgement form is prepared 
and the instruments are lodged during official lodgement hours. 
 
Progress of the lodgement can be checked online using the Enquire Lodgment Status function 
and SLA will inform the law firm through email or fax once the caveats have been accepted. 
 
Part B 
3. Security features for maintaining integrity 
 
One of the hallmarks of the Torrens System is the principle of indefeasibility of title, that is, once 
title is registered, absolute security of that title is guaranteed to the registered proprietor. 
Whalan calls this the “keystone” of the Torrens system.50 The move towards a system of 
electronic lodgement of instruments in the Titles Office will see changes to lodging and 
registration practices.  The fear is that allowing Internet access to the land registry system may 
open greater possibilities for computer related fraudulent practices and potentially threaten the 
                                                          
46  http://www.landregistry.gov.uk/e-conveyancing/content/default.asp?letter=e.  
47  EGi News, J Barry, ‘ERUs: Time to reduce the paperchase’, 26 April 2004. 
48  https://www.stars.gov.au/ELS/jsp/common/about.html.  
49  Singapore Land Authority, FAQ for STARS eLodgment System, 
https://www.stars.gov.sg/download/FAQforELSv1_3.pdf.  
50   D Whalan, The Torrens System in Australia, Law Book Co Ltd, Sydney, 1982, 19. 
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security and integrity of the title. It is acknowledged that fraudulent practices have developed in 
the paper based Torrens system51 but the use of technology could potentially open up 
opportunities not only to commit the same types of fraud evident in the paper system but also to 
invent new methods for defrauding individuals particularly through identify fraud.  
 
Identity fraud refers to the “unlawful taking of another person’s details without their 
permission”.52 It “generally involves a person falsely representing himself or herself as either 
another person or a fictitious person”53 and using that assumed identity to commit a crime. In 
the paper world, an important element required for the perpetration of identity fraud is the 
physical proximity between the victim and the thief, with the thief relying on personal information 
obtained from stolen wallets, stolen mail etc to create or assume a false identity. With the 
Internet and electronic data storage systems, the ease in which an individual can ‘steal’ such 
personal information is increased.54 The reason for this is that in electronic systems, physical 
proximity is no longer an issue:  
Individuals who use electronic services either actively, by inputting their details on the 
internet, or passively, by using electronic services that contain their details such as 
bank cards, supermarket loyalty cards or library membership cards, are exposing 
themselves to the threat of a criminal anywhere in the world stealing their identity by 
means of a computer network.55 
 
The problems of identity fraud and the security and integrity of electronic databases are 
particularly pertinent to an electronic registration system where all dealings are done online and 
the titles are held in a computerised format in an electronic database. These two problems have 
the potential to undermine the underlying premise of which the Torrens system is based – State 
guarantee of title.   
As pointed out by Graycar and Smith: 
In the past, sophisticated paper-based systems were present to reduce the 
opportunities for fraud involving conveyancing transactions. As we move into on-line 
registration of titles and electronic transactions, new opportunities arise for people 
within organisations as well as for external customers to misrepresent themselves 
and to manipulate electronic transactions for financial gain56 
 
                                                          
51  “At present, fraud costs the Australian community in excess of $3.5 billion annually. A significant 
part of that relates to land dealings”: A Graycar & R Smith, ‘Identifying and Responding to 
Electronic Fraud Risks’, 30th Australasian Registrars’ Conference, Canberra, 13 November 2002, 
1. 
52  R Massey, ‘The growing concern of e-identity theft’ (2003) 5 (9) Electronic Business Law 10, 10. 
53  H Pontell, ‘Pleased to meet you…won’t you guess my name?: Identity fraud, cyber-crime, and 
white-collar delinquency’ (2002) 23 Adelaide Law Review 305, 306. 
54  As pointed out by Rohan Massey: “The increase and proliferation of identity theft is directly linked 
to the growth of internet use and corporate reliance on the use of electronic data storage 
systems”: R Massey, ‘The growing concern of e-identity theft’ (2003) 5 (9) Electronic Business 
Law 10, 10. See also H Pontell, ‘Pleased to meet you…won’t you guess my name?: Identity fraud, 
cyber-crime, and white-collar delinquency’ (2002) 23 Adelaide Law Review 305, 307: “The 
Internet has been noted in numerous reports as a major factor in the tremendous growth of 
identity fraud” and at 313: “…much of the growth in identity fraud, regardless of its exact amount 
or cost, is a result of the Internet and the corresponding unprecedented access it allows to 
numerous databases where personal information is stored”. 
55  R Massey, ‘The growing concern of e-identity theft’ (2003) 5 (9) Electronic Business Law 10, 10. 
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Given the potential for increased identity fraud in an electronic environment, the security 
features of electronic land systems are critical to the maintenance of integrity within the system 
and its reliability.  
3.1 Access to the system 
 
In all four jurisdictions except England, access to the system requires the establishment of a 
user account with the system.  In Ontario, to access Teraview e-reg, the user must establish an 
account with Teranet57. Each user under a Teranet account must have a unique electronic 
security identity called a Personal Security Package (PSP),58 consisting of a personal security 
disk (floppy diskette with encrypted information) and a pass phrase to access the system.  
Similarly, access to Landonline in New Zealand is via a digital certificate. An individual can only 
obtain and use a digital certificate when associated with a firm that has bought a license to use 
Landonline. At the time of application for the license, the firm will be prompted to provide the 
names of the people who will be using the Landonline functions available under that licence. 59 
These staff members listed on the application form must each have individual Digital 
Certificates60.  
In British Columbia, EFS filings are done through BC Online. Thus users must have an account 
with BC Online in order to use the EFS system. Further, each individual using EFS within that 
account is required to have his/her own user ID. The BC Online user IDs are created at the time 
of setting up the BC Online account. 
Finally in Singapore the law firm wanting to use STARS will need to have a lodgement account 
before instruments can be lodged. Users within that firm who wish to have access to STARS 
must each have a user account.61 These accounts come with a user ID and a password which 
uniquely identify the individual who have made access to or is accessing the system. The 
appointed administrator within the law firm manages the user ID and password. If the user is a 
                                                                                                                                                                          
56  A Graycar & R Smith, Identifying and Responding to Electronic Fraud Risks, 30th Australasian 
Registrars’ Conference, Canberra, 13 November 2002, 1. 
57  A prospective Teraview user has to complete 4 forms: (1) Licence to use Teraview software; (2) 
form to obtain PSP; (3) Deposit Account Payment Plan and (4) Electronic Registration Bank 
Account: See http://www.teraview.ca/purchase/purchase.html It is from this account with Teranet 
that user fees (access charges and on line charges) will be debited. Registration fees and Land 
Transfer Tax can be paid from lawyers special trust accounts or general accounts: Law Society of 
Upper Canada, Practice Guidelines for Electronic Registration of Title Documents – as approved 
by Convocation June 28, 2002, Practice Guideline 1 ‘Maintaining Integrity of Access and 
Accounts, http://www.lsuc.on.ca/news/pdf/july08_eregguidelines.pdf.  
 
58  For more information on PSP see: http://www.teraview.ca/ereg/ereg_PSP.html, also discussed 
further in [3.2]  
59  A licence covers as many people as the firm nominates, and each licence only allows one 
connection at a time with Landonline. Firms which require several people to be using Landonline 
services concurrently need to apply for as many licences as will suit their needs: 
 http://www.landonline.govt.nz/content/general/licenses.asp.  
60  A digital certificate is an electronic identifier, unique to the user, created and stored on the user’s 
computer. 
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lawyer, the ID will be linked to the Netrust Digital Certificate. All users who need to use STARS 
must log in to the system with their user ID and password. However, users who need to sign 
instruments (lawyers) must log in using the user’s Netrust card via the “Netrust user” login. 
Other users who do not need to sign instruments login via the “Regular user” login. 
 
The question of access in England is unknown at this stage. According to the Land Registry, 
access to the system will be controlled but it does not say how.62 Furthermore, according to the 
Land Registry website, the system will be opened to “do it yourself” law conveyancers. It may be 
that such people will be given access to the network possibly by attending at District Land 
Registries where they can be given access to a computer terminal linked to the network and 
where Land Registry staff can verify their identity.63 
 
Restricting access to authorised users would make it easier for the system administrator to 
monitor and track usage of the system as well as to maintain an audit trail of the users in the 
system. This would be more difficult to achieve in a system that is open for all to use.  
 
3.2 The electronic signature infrastructure used by the system 
 
All four jurisdictions (with England undecided) use public key encryption administered under a 
public key infrastructure (PKI) system as the method for signing documents electronically. 
Public key encryption is an encryption technique using two sets of mathematically related keys – 
the public key and the private key. Both keys are mathematically related to each other. 
However, it is impossible to deduce the private key from the public key because both keys 
consist of very large prime numbers. The public key can be made available to the world at large 
whilst the private key must be kept private. To encrypt a message the sender uses his/her 
private key to encrypt the message (first encryption). The intended recipient would then use the 
sender’s public key to decrypt the message. However, since the public key is made available to 
everyone, to ensure confidentiality and that only the intended recipient can decrypt the 
message, the sender would add a second layer of encryption using the recipient’s public key 
(second encryption). Thus to decrypt the message, the recipient must first use his/her private 
key to decrypt the second encryption, then use the sender’s public key to decrypt the first 
encryption.  In this way public key cryptography can be used to provide proof of the integrity and 
authenticity of the message (ie. it has not been tampered with).  
 
                                                                                                                                                                          
61  See https://www.stars.gov.sg/ELS/jsp/common/start.html and 
https://www.stars.gov.sg/download/SecurityGuidelines.pdf  and Singapore Land Authority, FAQ 
for STARS eLodgment System, https://www.stars.gov.sg/download/FAQforELSv1_3.pdf.  
62  Land Registry, E-conveyancing: A Land Registry consultation, 5 March 2003, [5.6.2] 
http://www.landregistry.gov.uk/assets/library/documents/consult_doc.pdf. 
63  Land Registry, Frequently Asked Questions, http://www.landregistry.gov.uk/e-
conveyancing/content/support/faq/default.asp?id=81.  
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The difficulty with public key cryptography is that it does not prove the sender’s identity. When a 
person receives a digitally signed message from a sender, how would that person know that the 
public key of the sender contained in the digitally signed message is really the sender’s public 
key? An impostor (X) could have generated a public/private key pair, signed the message, 
stating that it is from A. The recipient of the digitally signed message, if he/she believes X, 
would then assume that the message came from A. The recipient would use X’s public key in 
the message to decrypt the digital signature, thinking that it is A’s public key.  
 
In this regard, public key infrastructure can be used to solve this problem. Systems developed to 
manage private/public keys are referred to as public key infrastructure (PKI). PKI seeks to 
ensure that the system for distribution of the keys is made reliable. The PKI systems around the 
world generally utilise the services of a trusted third party to perform this function. The trusted 
third party is generally called a certification authority (CA).64 Its main function is to verify the 
relationship between the identity of the sender and the public key of the sender through the 
issuance of certificates. The certificate issued by the trusted third party certifies that the public 
key is indeed the valid public key for that sender. The recipient on receiving an encrypted 
message will receive the sender’s public key and also a certificate from the CA certifying that 
that public key is correct and valid.  
In the Ontario system, as stated above, each user of Teraview is assigned a Personal Security 
Package (PSP). The personal security disk is used to prepare documents, sign statements of 
law and electronically register documents.65 As the security diskette is unique to the individual, 
an individual using his/her diskette to sign a document will find it difficult to repudiate his/her 
signature on that document. 
In order to obtain a PSP, system users must be authorised by both Teranet (acting as both the 
registration and certification authority)66 and Teraview Account Holder (the person at the 
applicant’s firm/company who is ultimately responsible for all users who are granted access to 
the Teraview gateway). Authorisation is obtained when Teranet accepts the completed 
application forms and verifies each Teraview user’s identification.67  
                                                          
64  It is possible for one entity to be involved in both the issuing of the certificates and the 
identification process. In some PKI systems, this role is divided between two different entities, 
with the CA issuing the certificates and another entity called the Registration Authority (RA) which 
carries out the subscriber identification process. 
65  Teraview, ‘Understanding how the personal information your provide in the Personal Security 
Licence Application is used and protected’, 
http://www.teraview.ca/ereg/downloads/pslbrochurepdf.pdf.  
66  Teranet developed its own Certification Authority for the Teraview software in 1998: Teraview, 
‘Understanding how the personal information your provide in the Personal Security Licence 
Application is used and protected’, http://www.teraview.ca/ereg/downloads/pslbrochurepdf.pdf. 
67  Accepted primary ID: valid Canadian’s drivers licence; or valid Canadian passport (photo ID 
required). 
Accepted secondary ID: valid major credit card & expiry date; bank card; social insurance card; 
birth certificate; either of the photo ID items noted previously, not used as primary ID. 
ID which cannot be accepted: Retail credit cards; Health card. 
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There are two forms that must be completed as part of the Personal Security License 
application.68 These are the Account Holder Application Form (to be completed by the account 
holder) and the Applicant Portion of the form, to be completed by all applicants requiring access 
to the Teraview gateway identified in the Account Application Form. Teraview requires the 
completion of these two forms as part of the licensing to access the system. 69    
The British Columbia EFS digital signing process is full PKI cryptography, as implemented in the 
off the shelf "COTS" Adobe Acrobat 6.0 product.  
In order to digitally sign instruments, lawyers must obtain a Juricert authenticated certificate. To 
do this, lawyers must first register with Juricert. 70  
• The lawyer must print out and fill in an online application form available on the Juricert’s 
website.  
• The application must also be witnessed by another practising lawyer who must certify 
that he/she has known the applicant for at least two years.  
• The application form is then submitted to Juricert by FAX or mail.  
• Once the signed form is received, Juricert will check the lawyer’s information and 
signature against the Law Society records to confirm the lawyer’s identity and Law 
Society membership status. Thus the Law Society of BC is the certification authority 
(CA)71 whose role is to authenticate the digital certificates used to validate the electronic 
signatures of lawyers and notaries public.  
• When that authentication is complete, the lawyer will be registered with Juricert and 
receive a Juricert identification number by email. A Trusted Digital Credential is created 
in the Juricert database and links the person and their professional status to an 
electronic identity (the digital certificate). 
                                                                                                                                                                          
Accepted designated representatives: lawyer; notary public; designated land registry office 
(LRO) representative; designated Teranet representative; financial institution signing officer. 
 
68  Both forms can be obtained at 
http://www.teraview.ca/purchase/downloads/PSPApplication2004.pdf.  
69  http://www.teraview.ca/ereg/ereg_forms.html.  
70  Juricert was founded by the Law Society of British Columbia. It is the British Columbia Law 
Society’s online authentication service. The website for Juricert is at 
http://www.juricert.com/j2a/index.html. Information below was obtained from Law Society of British 
Columbia, ‘Visit Juricert site to register for digital credentials’ (2004) No 2 March-April Benchers’ 
Bulletin. 
71  Under s 168.71 of the Land Title Amendment Act 1999 (Bill 93), the director may recognize a 
certification authority if: (a) the certification authority has adopted and published a certification 
practice statement that has been approved by the director, and (b) the director is satisfied that: (i) 
the certification authority is capable of administering the certification practice statement, and (ii) 
subscribers named in certificates issued by the certification authority are required to observe and 
comply with the certification practice statement. “Director’ refers to the Director of Land Titles: 
Land Title Act [RSBC 1996] Chapter 250, s 1. 
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• The email will also contain instructions for downloading the Digital Certificate. 
The trusted digital credential is used as the basis for the issuance of the Juricert Adobe Acrobat 
signing certificates. 72  
 
The New Zealand eDealing model uses a form of PKI infrastructure with LINZ as the registration 
authority and a third party vendor called beTRUSTed as the certification authority. The 
Certification authority provides the PKI infrastructure service responsible for generating digital 
certificates. To certify and sign an instrument the solicitor must use his/her digital certificate. 
To obtain a digital certificate, Landonline users must apply to the LINZ Registration Authority 
using an online form on the Landonline web site. Proof of identification73 must be successfully 
completed before a digital certificate is issued. The Proof can be supplied in three forms which 
must be current. The options are:  
• a passport  
• a driver’s licence  
• a firearms licence. 
The proof of ID form must be completed on paper. A solicitor, court registrar, Justice of the 
Peace or a Notary Public or any person authorised to take declarations pursuant to the Oaths 
and Declarations Act 1957 (NZ)74 will need to cite this form for verification. The verified Proof of 
ID form must be faxed or mailed to LINZ acting as the registration authority.  
 
Once the application has been approved, the applicant is notified via email. The email contains 
the activation codes necessary to generate the digital certificate. During this registration 
process, the private and public keys are also immediately created from the local Internet 
browser in the applicant’s workstation.  
The private key that is generated during registration is the un-revealed key pair and hence must 
be kept private. The public key is the revealed part of the key pair. When the public key is 
generated, the public key is automatically delivered to the Certification Authority (beTRUSTed). 
It is then signed and returned to the subscriber as a Digital certificate. A copy of the public key is 
also kept by the Certification Authority and is posted to the Certification Authority Master 
Directory. The public key is used to verify a digital signature and hence it is made freely 
available to LINZ who receives digitally signed transactions from the subscriber.  
 
                                                          
72  Information on how to apply for an Adobe Acrobat signing certificate. See Land Titles Electronic 
Filing Reference Manual, Version 1.0, March 2004, 30, 
http://srmwww.gov.bc.ca/landtitle/EFS_web_site/e_forms.htm.  
73  Proof of ID form is found at: 
http://www.landonline.govt.nz/registereduser/newforms/registereduser/changeforms/proofofid.htm 
74  These persons are known as Proof of Identity Certifier. 
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The Singapore STARS system uses digital signatures in a PKI environment with Netrust as the 
CA. To electronically sign documents, lawyers will require a digital certificate, issued by Netrust 
Pte Ltd. To register for a Netrust Digital Certificate the following is required75: 
• Identification document of applicant (Identity card, passport or work permit for 
foreigners) 
• Photocopy of front and back of identification document 
• Netrust digital personal certificate application form or for a Corporate Netrust digital 
certificate, a corporate certificate application form76 
For a corporate Netrust digital certificate, the following is also required:77 
• Letter of authorization, authorizing the applicant to apply for the card 
• Photocopy of the letter from Law Society of Singapore confirming either: 
(a) the law firm’s registration (with the law society) or 
(b) the law firm’s registration code 
• Alternatively, if the company is registered with Registry of Companies and Businesses, 
a photocopy of this certificate. 
 
The main difference between the New Zealand, Ontario, Singapore and British Columbia 
system is that in British Columbia, Juricert is merely a credential, not a certificate authority. It is 
technology neutral, that is, it is not dependant on a single certificate technology. Lawyers must 
be registered with Juricert and their have credentials verified before the Acrobat signing 
certificate is issued, however the lawyer could also use other PKI certificates issued by other 
commercial certification authorities to digitally sign instruments so long as that certificate was 
issued on the basis of an initial Juricert registration and authentication process. To use those 
other certificates with the electronic filing system the lawyers must also register the other 
certificates with the Law Society.78 
England has yet to decide on the exact technological framework for the use of electronic 
signatures, although it appears that Land Registry envisage that the electronic signatures will be 
based on some form of PKI. 79  In the e-conveyancing consultation exercise held between May 
and August 200280, many of the respondents expressed concern over the use of electronic 
                                                          
75  See Netrust, Frequently Asked Questions about Netrust (NetID) Digital Certificate, 
http://www.netrust.net/faq_stars.html.  
76  Application forms available on the Netrust website: http://www.netrust.net  
77  See Netrust, Frequently Asked Questions about Netrust (NetID) Digital Certificate, 
http://www.netrust.net/faq_stars.htm.l 
78  Registration of other certificates is necessary because of the checking mechanisms between the 
Land Registry and Juricert for each document lodged. 
79  http://www.landregistry.gov.uk/e-conveyancing/content/articles/default.asp?article_id=54.  
80  See Land Registry, ‘E-Conveyancing: A Land Registry consultation’, 5 March 2003 
http://www.landregistry.gov.uk/publications/other/consultations/consult_doc.pdf  and Land 
Registry, ‘E-Conveyancing: A Land Registry Consultation Report’, 17 March 2003 
http://www.landregistry.gov.uk/publications/other/consultations/eccir.pdf.  
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signatures and PKI systems. The general feeling was that technology has not yet been proven 
and needs to be developed further. As expressed by the Law Society of England and Wales81: 
The insecurities of the Internet have become widely acknowledged, and PKI has been 
much promoted as the key enabling technology to allow electronic commerce to 
proceed safely…the Law Society believes that great caution is needed before a process 
as sensitive as e-conveyancing can wisely be launched on the basis of a business 
model of PKI that remains largely untried on any comparable scale. 
Many of the respondents to the e-conveyancing consultation exercise also expressed concern 
regarding the certification of electronic signatures. Issues raised by respondents include:  
• whether third party certificates should be accepted or whether the Government should 
develop its own certification authority;  
• the quality and reputation of the certification authority to ensure absolute security and 
authenticity of electronic signatures.82 
 
From the above it can be seen all four jurisdictions use digital signatures through PKI as their 
electronic signature infrastructure. This is not surprising as it is generally considered that 
cryptography is the solution for maintaining a degree of security over information83, public key 
encryption being the most secure form of cryptography. Improvements in technology might see 
the introduction of new forms of encryption techniques, or the increase usage in biometric 
systems such as fingerprint verification, retinal and iris scanning, DNA verification and 
voice/facial verification.  However at this point in time, public key cryptography appears to be the 
most viable solution to protecting the security of information in electronic transactions.  
 
This is not to say that public key encryption is immune to attacks against the system. Public key 
systems require that cryptographic key pairs be issued to individuals who are able to establish 
their identity to an appropriate degree of assurance. However it is quite possible for fraudsters 
to produce false documentation to circumvent the system.84 Other issues to consider in a PKI 
                                                          
81  Land Registry, ‘e-conveyancing: A Land Registry Consultation Report’, 17 March 2003, 40, 
http://www.landregistry.gov.uk/publications/other/consultations/eccir.pdf. 
82  Land Registry, ‘e-conveyancing: A Land Registry Consultation Report’, 17 March 2003, 40, 
http://www.landregistry.gov.uk/publications/other/consultations/eccir.pdf. 
83  See L Brazell, ‘Electronic security: Encryption in the real world’ (1999) 21 European Intellectual 
Property Review 17; YF Lim, ‘Digital signature, certification authorities and the Law’ (2002) 9 (3) 
Murdoch University Electronic Journal of Law 
http://www.murdoch.edu.au/elaw/indices/author/229.html, J Murray, ‘Public Key Infrastructure, 
digital signatures and systematic risk’ (2003) (1) Journal of Information, Law and Technology 
http://elj.warwich.ac.uk/jilt/03-1/murray.html  
84  For example, in 2001 VeriSign (a Microsoft product) was tricked by an unknown individual 
pretending to be a Microsoft executive into issuing false digital certificates in Microsoft’s name. 
VeriSign officials assumed responsibility for the mishap, stating that it was the failure of the 
human part of the verification process: ‘Warning from Microsoft on false Digital Certificates’ (2001) 
3 (180) ACM News Service http://www.acm.org/technews/articles/2001-3/0323f.html#item3. 
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environment include the manner in which cryptographic keys are generated and given to the 
users, and the security of the private key. If the individual is allowed to generate the key pairs, it 
is possible for that individual to retain a copy of the private key for later illegal use. Where 
private keys are stored on the individual’s computer, their security may be compromised if there 
are inadequate access mechanisms such as poor use of personal identification numbers (PIN) 
or passwords. Fraud can still be perpetrated if another person obtains the private key and PIN 
or password. 
 
New Zealand and Ontario have sought to address these security concerns by adding new rules 
to their Rules of Professional Conduct specifying the manner in which the key pairs should be 
used and stored. In New Zealand under the Landonline Digital Certificate user obligations, the 
subscriber must protect his/her private key from any compromise and take all necessary 
precaution to prevent the loss of the key pair, modification, disclosure or unauthorised use of the 
private key.85 The subscriber must inform LINZ immediately if he/she suspects or knows loss, 
disclosure or other compromise of his/her private key.86  
Furthermore, under Rule 3.04 of the New Zealand Rules of Professional Conduct for Barristers 
and Solicitors87, a lawyer must ensure that the password for his/her digital certificate is not 
disclosed to anyone. It must not be written down and must not be shared with anyone, including 
partners in the firm. The lawyer is also personally responsible for all instruments that are 
registered that have been certified and signed using that lawyer’s digital certificate. The New 
Zealand Law Society guidelines specify that best practice requires that the lawyer does not 
leave his/her computer unattended while logged on and in the instrument screen.88 
 
In Ontario, subrules 5.01(7) and (8) were added to the Rules of Professional Conduct. These 
rules impose obligations on a lawyer regarding the use of PSP’s issued under the lawyer’s 
Teraview account. Subrule 5.01(7) provides that a lawyer shall not permit others to use the 
lawyer’s diskette and shall not disclose his/her pass phrase to others.89 Subrule 5.01(8) imposes 
obligations on a lawyer regarding the use of PSPs by the lawyer’s non-lawyer employees. It 
provides that when a lawyer has a non-lawyer employee who has a diskette to access the 
                                                          
85  Landonline Digital Certificate User Obligations, [2], 
http://www.landonline.govt.nz/content/general/tc-obligations-obligations-full.asp  
86  Landonline Digital Certificate User Obligations, [9], 
http://www.landonline.govt.nz/content/general/tc-obligations-obligations-full.asp  
 
87  3.04 Rule: A practitioner must not allow use of his or her Digital Certificate (DC) or the 
associate password by any other person. Commentary: (1) A Digital Certificate (DC) with 
certifying and signing privileges issued to a practitioner for the purpose of eDealing in Landonline 
is the electronic equivalent of a practitioner’s personal signature. Use of the DC for certifying and 
signing allows direct transfer or property rights. Every practitioner accepts full responsibility for the 
consequences of the use of his or her Digital Certificates. (2) The DC must be used only by the 
practitioner personally. This Rule was adopted by NZLS Council resolution on 1 November 2002 
and came into effect on that date. See http://www.lawyers.org.nz/about/profcon.htm  
88  New Zealand Law Society, Guidelines for the use of Landonline for an electronic transaction 
(eDealing), 20 February 2004, 11. 
89  http://www.lsuc.on.ca/services/contents/rule5.jsp  
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system, the lawyer shall ensure that the non-lawyer employee does not permit others to use the 
diskette and does not disclose his/her pass phrase to others.90 
 
No system, be it electronic or paper, can be full-proof against fraud. The key to minimising the 
occurrence of fraud is continued vigilance by all parties involved in a land transaction: 
 
• The certification authority in enforcing proper identification checks so that key pairs are 
issued to authentic users of the system;  
 
• Law firms should establish internal rules and protocols with regards to digital certificates 
use and misuse91; and 
 
• Solicitors should ensure that the security of their digital certificate and password are not 
compromised.  
3.3 Restrictions on signing documents electronically  
 
The second security feature of the systems is the restriction on parties who can sign 
electronically. 
 
In New Zealand92 only solicitors with current practising certificates and licensed landbrokers can 
certify and sign eDealings. This is similar to the situation in Singapore where only lawyers can 
electronically sign caveats, withdrawal of caveats and extension of caveats and British 
Columbia, where only Juricert authenticated lawyers or notaries can electronically sign 
instruments.  
In contrast, the Ontario system requires two different signatures that must be added to the 
electronic instrument – the completeness signature and the release signature. Both the 
completeness signature and the release signature must be completed before the document can 
be submitted for registration. The completeness signature is required by both parties unless it is 
a one party document. If it is a one party document, then only a single party is required to sign 
and only a completeness signature is required.  If the document contains compliance with law 
statements93, the e-reg system will only accept a completeness signature from a user who is 
                                                          
90  http://www.lsuc.on.ca/services/contents/rule5.jsp  
91  For example, if a staff member leaves the firm, the certification authority issuing the digital 
certificate should be notified immediately so that the digital certificate to that staff member can be 
cancelled. The firm could also include a term dealing with the security and usage of digital 
certificates and passwords within the firm’s contract of employment with its staff.  
92  Only conveyancers can certify and sign eDealings. Conveyancers are defined in s 4 of the Land 
Transfer (Computer Registers and Electronic Lodgement) Amendment Act 2002 as: 
a) a landbroker licensed by the Registrar under section 229 of the principal Act; or 
b) a person who holds a current practising certificate under section 57 of the Law Practitioners Act 
1982. 
93  Each electronically registered document must contain prescribed information. Among the types of 
information which may be included or used are statements which call for an application of legal 
expertise based on legal judgements. These statements are called “Compliance with Law 
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authorised to practise law in Ontario. Teranet records will show whether a registered user is so 
authorised. The Law Society of Upper Canada will also provide Teranet with updates on lawyer 
status so that Teranet can register new lawyers or deny access to retired, disbarred or 
suspended lawyers.94  
The release signature must be attached by both parties before registration can occur. The 
release signature can be added by the lawyer who has prepared the document, a conveyancer 
or by another user (a third party), provided they have been granted access to sign for release 
and the document has been signed for completeness as required. 
In England, the Land Registration Act 2002 (UK) makes special provision for practitioners to 
sign electronic documents on behalf of their clients. However, 84% of respondents to the e-
conveyancing consultation exercise expressed fears over the signing of electronic documents 
on behalf of their clients. The main concerns were fraud, risk of misunderstanding between 
conveyancer and client, and dealing with unusual ways of executing documents. Currently the 
majority of respondents rarely sign documents on behalf of their clients and did not appear to 
want to do so in the future.95  
Will limiting the ability to sign documents to practising solicitors improve the security of the 
system? One advantage may be that it would be easier to maintain security in such a ‘closed’ 
system. In terms of checking the identity of the solicitors and the issuing of key pairs, the 
certification authority could work closely with the Law Society who would provide the certification 
authority with a list of current practising solicitors. It would also be easier to maintain an audit 
trail and tracing fraudulently signed documents back to the solicitor who has been issued the 
key pair. Finally, limiting the ability to sign to solicitors allows law firms and the Law Society to 
impose rules and obligations on the solicitors to maintain the security of the key pairs and to 
prevent abuse and misuse.  
 
In this point in time, given the infrastructure and cost involved in issuing key pairs and digital 
certificates and in maintaining a PKI system, the practical solution is that only a certain class be 
allowed to digitally sign documents, the most obvious choice being solicitors. Furthermore, in 
jurisdictions such as British Columbia, Ontario and New Zealand, the conveyancing practice 
                                                                                                                                                                          
Statements”: Law Society of Upper Canada, Practice Guidelines for Electronic Registration of 
Title Documents – as approved by Convocation June 28, 2002, Practice Guideline 6 ‘Use of 
Compliance with Law Statements’, http://www.lsuc.on.ca/news/pdf/july08_eregguidelines.pdf. For 
example, to register a transfer under a power of sale, a statement confirming that all the 
appropriate requirements have been satisfied for the power of sale to be completed and the 
transfer registered must be made. Section 40 of O.Reg 19/99 prescribes those documents where 
a law statement is required. The electronic system will only permit registrants with the proper 
authority and an active LSUC number to complete these law statements. See also K Murray, 
‘Legislation and Regulations relating to electronic registration of land titles documents’ April 2003, 
6 for a list of documents where a law statement would apply to.  
94  Law Society of Upper Canada, ‘Electronic registration: Making it work for you – procedures and 
practice standards for electronic real estate conveyance’, August 2000, 9, 
http://www.lsuc.on.ca/pdf/e-reg_p_and_pstds_rep1.pdf. 
95  Land Registry, ‘e-conveyancing: A Land Registry Consultation Report’, 17 March 2003, 11, 45, 
48, 51, http://www.landregistry.gov.uk/publications/other/consultations/eccir.pdf.  
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prior to the introduction of electronic lodgment was for lawyers to sign land title documents on 
behalf of their clients. In such jurisdictions it was simply a matter of implementing this practice in 
the electronic system.  
3.4 Protocols for updating the land register 
 
In Singapore, British Columbia and Ontario, the electronic system is limited to the electronic 
submission of documents and does not encompass electronic registration nor the making of any 
entry in the register by a user external to the land title system. Manual intervention in the form of 
the Land Titles Office staff examining and processing the electronic document is still required. In 
Ontario, staff at the Land Titles Office must certify the document before it is officially 
"registered". If the document is a Transfer or other change of ownership document, the 
ownership field of the register must be updated by the Land Titles Office staff. 
 
This can be contrasted with the position in New Zealand where upon lodgment of the electronic 
dealing, Landonline runs automated checks. If the dealing passes it is registered immediately 
and the titles register is automatically updated without manual intervention by LINZ. In England, 
it is proposed to have an automatic registration system similar to New Zealand so as to 
eliminate the “registration gap” – completion and registration will be simultaneous so as to bring 
greater certainty and making information on the land register up to date.96 
 
One advantage of retaining the feature of manual intervention by the Land Titles Office staff, 
such as in the British Columbia and Ontario system, is that it may reduce errors in the register 
as manual checking by staff may pick up mistakes or errors in documents. 
 
In New Zealand where lodgment leads to automatic registration without manual intervention, 
conveyancers have the added responsibility of providing specified certifications (as discussed 
above in 2.3.2) to electronic instruments before the instruments can be lodged for registration.  
 
It has been the practice for lawyers in New Zealand to provide certifications verifying that the 
documentation being submitted is appropriate to permit the staff at LINZ to alter the Register 
based on the documentation submitted. This certification has included correctness of the 
documentation, identity of the parties, execution of the documents and all matters leading to a 
change in the status of ownership or interest in the land in question. The difference between the 
paper based transaction and transactions under eDealing is that in the paper one, staff at LINZ 
manually check all documents lodged before the Register is updated. With eDealing, the 
certification and signing of an instruments leads to an automatic and instantaneous alteration of 
the Register when the document is submitted, thus placing a high level of responsibility on the 
lawyers to ensure that the certifications are correct for the purposes of registration. It should be 
                                                          
96  Land Registry, The strategy for the implementation of e-Conveyancing in England and Wales, 10 
July 2003, [3.1.5]. 
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noted that failure to provide correct certification does not affect the validity of the registration. 
Once the certifications are provided and the instrument lodged and registered, indefeasibility of 
title rests on the registered proprietor, regardless of the correctness of the certifications.97 Thus 
if conveyancers are not vigilant in providing correct certifications or ensuring that the information 
contained in the electronic instrument is correct before it is lodged and then automatically 
registered, mistakes in the register would occur.  
 
This issue was raised by Rod Thomas in a recent conference held in New Zealand. He states: 
The advent of automated registration makes the title less secure. This is because 
registration is now undertaken without an outstanding duplicate title, and due to the non-
intervention of the registry staff checking for flaws in the documentation. We have 
moved from a system with safeguards, to one that relies on the integrity and 
competence of the users of the system. Registration presents no obstacles to the 
dishonest, or incompetent practitioner.98 
 
There are however certain in-built features within the New Zealand Landonline system designed 
to minimise errors from occurring: 
• The pre-validation feature: Once prepared, an edealing can be pre-validated, that is,  
checked to ensure that the dealing will pass registration if submitted in its present state.      
• The templates used to create an eDealing have certain pre-defined fields such as the 
owner’s name and address. These details are inserted onto the eDealing automatically 
by the system, using the information available from the electronic database maintained 
by LINZ.   
• On lodgment, the Landonline system itself runs automated checks and if the eDealing 
contains any errors, the eDealing is sent back to the workspace so that it can be 
modified and re-submitted. 
4. Conclusion 
 
Computerisation of land registration systems is an inevitable consequence of the global 
penetration of computers into everyday transactions. This change has already occurred in 
countries such as New Zealand, Canada and Singapore, with proposals being put forward in 
England and Australia. The writer’s view is that the maintenance of the integrity and security of 
title is crucial to the success of an electronic land titling system. To achieve this, safeguards 
aimed at minimising the opportunity for electronic based fraud to occur must be implemented 
within the electronic land system. From the above analysis, it can be seen that some of these 
safeguards, such as limiting access to registered users and the use of PKI systems for digital 
signatures, are present in the successful systems operating in other Torrens jurisdictions. Using 
                                                          
97  See R Thomas, ‘Fraud, risk and the automated register’, Taking Torrens into the 21st Century: A 
conference to mark the 50th Anniversary of the Land Transfer Act 1952, Faculty of Law, University 
of Auckland, 19-21 March 2003, 13. 
98  R Thomas, ‘Fraud, risk and the automated register’, Taking Torrens into the 21st Century: A 
conference to mark the 50th Anniversary of the Land Transfer Act 1952, Faculty of Law, University 
of Auckland, 19-21 March 2003, 29. 
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these systems as an example, it would be possible for Australia to develop an electronic land 
titling system incorporating these safeguards so as to uphold the confidence of users in a land 
registry system of title by registration guaranteed by the State. 
 
 
 
